
2

2 3

06

PAUSE

3

NO

YES

NO

YES

NO

6

YES

Does the data to be
shared have any
export control,
privacy, or
intellectual property
considerations?

Am I and my
collaborator at the
non-DU entity in
agreement on the
details of the data
sharing?

You and your
collaborator at the non-
DU entity should have a
meeting to discuss and
agree upon the details
before proceeding.

4

Do I need to share
with or receive
data from a non-
DU entity?

If the data is
impacted by only
one consideration,
please check with
the appropriate
party related to:

Export control 
Intellectual
property
Privacy

If the data is
impacted by
multiple
considerations,
please check with
the OIPTT.

You'll need to fill
out the OIPTT
Intake Form.

Is the data exempt,
publicly available,
anonymous, or
entirely de-
identified?

Do I have IRB
approval for the
overarching
research project?

YOU'RE CLEAR

More than likely, you
don't need a DUA.

If you're uncertain,
reach out to the Office
of Intellectual
Property &
Technology Transfer
(OIPTT).

ASK 
YOURSELF

ASK 
YOURSELF

1

ASK
YOURSELF

Is the data about
humans?

5

Data Use Agreement Flowchart
ASK 
YOURSELF

1

PAUSE

ONLY ONE 
IMPACT

NO

PROCEED

Proceed to step 8.

5

YES

ASK
YOURSELF

YES

MULTIPLE
IMPACTS

PROCEED

Proceed to step 05.

Does any party
require or request
a Data Use
Agreement
(DUA)?

NO

YOU'RE
CLEAR

8

PAUSE &
COMPLETE

9ASK
YOURSELF

NO

6

8

More than likely,
you don't need a
DUA.

If you're uncertain,
reach out to
OIPTT.

YES

ASK
YOURSELF

Does the IRB-
approved
informed consent
specifically cover
this data sharing?

7

PAUSE
If viable, work with
IRB, including
putting in place an
informed consent
that specifically
covers the planned
data sharing.

Then, proceed to
step 8.

6

ASK
YOURSELF

YES

NO

4

YES

NO

Non-DU entity - any
individual,
organization, or
institution that is not a
part of or affiliated
with the University of
Denver.

Office of Intellectual
Property & Technology
Transfer (OIPTT)
schedule a meeting:
https://tinyurl.com/cst
yfkem

Agreement Details -
Types of relevant
details include specific
individuals involved,
specific data to be
shared and in which
directions, timing,
means, security, and
return/destruction

Export Control -  
https://vcresearch.berkeley.
edu/export-controls/export-
controlled-or-embargoed-
countries-entities-and-
persons
Privacy - Use of data (any
interaction with data) that
could be linked to or used
to identify a specific person
(including sensitive data)
Intellectual Property - acts
and instantiations of
creativity & innovation that
the University of Denver has
an interest in protecting

Export Control:  email
John.Seward@du.edu

Intellectual Property:
email
techtransfer@du.edu

Privacy: email
Margaret.Tezak@du.edu

OIPTT: schedule a
meeting: https://tinyurl.
com/cstyfkem

Exempt - See “Exempt Certification” at: https://www.du.edu/orsp/ research-
compliance/human-subject-research/review-submission/levels-review#:~:
text=Exempt%20research%20involves%20human%20subjects,not%20a%20letter%20of
%20approval
Publicly Available - Data that is accessible to anyone in the general public, without the
need for special qualifications, permissions, or privileges. E.g., data available for
purchase by the general public, data that is searchable online, data available through
libraries, & data available to the general public upon registration or signing a use
agreement.
Anonymous - Data collected in such a way that it was & remains impossible to trace the
data or information collected back to the research participant from whom data was
obtained. I.e., no one could ever identify any given research participant, by any means.
Note that this means coded data, data stored with informed consent forms, data points
that are uniquely revealing about an individual’s identity, & data collected in person or
using audio/video mediums are not anonymous data. 
De-identified: The dataset does not contain any identifiable information, but there
exists a way to link the information back to identifiable information (somewhere, in any
form).

OIPTT: schedule a
meeting: https://tinyurl.
com/cstyfkem

OIPTT Intake Form -
please email
techtransfer@du.edu
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